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GPA Global Privacy and Data Protection Awards 2023 

Entry Form 

To submit an entry to the GPA Global Privacy and Data Protection Awards please complete 
and email this form to secretariat@globalprivacyassembly.org no later than 9 June 2023.  

Note: GPA member authorities can submit as many entries as they wish, but a separate 
form should be used for each different entry, submitted by the deadline above.  

Languages: The GPA documentation Rule 6.21 applies. 

1. CONTACT DETAILS FOR THIS ENTRY 
Privacy/Data Protection 
Authority: Agencia Española de Protección de Datos (AEPD) 
 
Person completing this form: Luis Antonio de Salvador Carrasco 

 First name Last name 

 
Job title: Director of Innovation and Technology Division 
 
Email address: dit@aepd.es 

 

2. ELIGIBILITY 
By submitting this entry, I confirm that (please tick all boxes to confirm):  

☒ The Authority is a member of the Global Privacy Assembly 

☒ The initiative described in this entry was undertaken since January 2022. 

☒ I am aware that the information in the entry (other than the contact details in 1(a) 
above) will be publicised by the GPA Secretariat. 

 

3. CATEGORIES 
Please indicate which category you wish to enter. 
Please tick one; please use a separate form for each category you wish to enter: 

☐ Education and Public Awareness 

☒ Accountability 

☐ Dispute Resolution and Enforcement 

☐ Innovation 

☐ People’s Choice 

 
1 GPA Rules and Procedures, Rule 6.2 ‘Assembly documents’: 
Without prejudice to section 4.2, Assembly documents, including accreditation and observer applications may be 
submitted in English or in another language. In the latter case, the documents shall be accompanied by an English version. 
Members with the ability and the resources to do so are encouraged to translate proposed resolutions and other Assembly 
documents such as the Assembly Rules and Procedures. 

mailto:secretariat@globalprivacyassembly.org
https://globalprivacyassembly.org/wp-content/uploads/2020/10/GPA-Rules-and-Procedures-October-2020.pdf
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4. DESCRIPTION OF THE INITIATIVE 
 

a. Please provide a brief summary of the initiative (no more than 75 words) 

 
GESTIONA EIPD v2 (manage DPIA) is a free web tool that assists controllers/processors to 
keep a record of processing activities, carries out the risk analysis of each processing, 
assesses the obligation/need to carry out a DPIA, and the whole risk management: it 
provides a set of measures and safeguards (organizational, legal, and technical) that could 
be taken to address each specific risk factor. It runs locally in the browser, stores locally, 
and generate several reports. 

 

b. Please provide a full description of the initiative (no more than 350 words) 

 
The purpose of this tool is to support controllers and processors, mainly SME, with a free 
tool that implements the management, including risk management, of their processing 
activities. It allows to make an assessment about the duty to carry out the DPIA. In 
addition, it enables a record of processing activities as required by GDPR Article 30.1.  

The tool executes in a web browser, locally, without server communication, data can 
confidentially be saved/loaded to local files and reach up to 500 different processing. It 
consists of two components: the management of the data processing, and the risk 
management specific to each data processing: 

Data processing Management: Allows to add a data processing filling in an input form. 
Displays the managed data processing and dumps the results of the risk assessment 
carried out. Several reports can be generated:  record of processing activities report 
(GDPR Art. 30.1), and an extended report including a detailed summary of their risk 
assessments. (see below: Main screen: Data processing Management) 

Data Processing Risk Assessment: After adding a new data processing, or when selecting 
and editing an existing one, the tool will display the screen for risk assessment, separated 
in different categories: 

• The applicability of the different risk factors to the processing of personal data can 
be selected (examples are shown in some cases). Some risk factors require to 
indicate their likelihood and impact. 

• The "Risk Management" tab displays the level of calculated intrinsic and residual 
risk, the assessment of the obligation to perform the EIPD, and a summary report. 
The management procedure to reduce the risk, by means of mitigation and 
control measures is also provided. 

• Control and mitigation measures can be selected to address the specific identified 
risks. The measures proposed by the tool are classified into the following 
dimensions: 

o Processing concept, design and data protection by design.  
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o Security, failures, errors, and data breach management.  

o Governance measures and data protection policies. 

o Additional control measures can be entered by the user 

 

c. Please explain why you think the initiative deserves to be recognised by an award 
(no more than 200 words) 

 

This tool allows to implement a full GDPR management of multiple processing activities 
without economic expenditure, is specifically adapted to SME´s, in a web-based interface, 
with total confidentiality and portability. 
 
It implements in a practical and easy way to understand the guidelines, checklist, 
templates, and lists released by the Spanish DPA (see below). 
 
It implements the identification, assessment, and mitigation of the risks for the rights and 
freedoms in the processing of personal data that are defined in 35.3 GDPR, lists regarding 
35.4, in the guidelines of the EDPB and other regulations.  
 
It allows to assess the duty or the recommendation to carry out DPIAs. 
 
The user can select from a different set of safeguards that allow to manage every specific 
risk factor, and to assess the residual risk. 
 
It also generates documentation that is not only a support to comply with the GDPR but 
also a useful resource for any company or professional (when dealing with low-risk 
processing activities such as informative and contractual clauses, etc). 
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d. Please include a photograph or image, if you wish (This will be published with your 
entry on the GPA website. The image can be pasted into the box below, be sent as an 
attachment or a link may be provided) 

 
Below different screen captured that show different application stages:  
 
Main screen (showing two data processing) 
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Main screen showing a data processing expanded info: 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Risk assessment screen for one of the data processing: 
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Risk management summary screen: 
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Mitigation/Control measures menu: 
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Mitigation/Control measures selection: 
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Example of generated report (record of processing activities, word document, html format can be 
generated as well) 
 

 
 

 

e. Please provide the most relevant link on the authority’s website to the initiative, if 
applicable (The website content does not need to be in English) 

 
This tool can be found here: https://gestiona2.aepd.es/  
English version is available selecting it at the right top of the screen. 
 

 

f. Please provide any other relevant links that help explain the initiative or its impact 
or success (e.g. links to news reports or articles): 

This tool allows a practical way to implement the first risk methodology for the rights and 
freedoms of physical person on a personal data processing. This methodology was 
published by AEPD and includes the management of the accountability principles of GDPR 
developed by the Spanish DPA in the following resources: 

- Privacy risk management principle: Risk management and DPIA for the rights and 
freedoms of physical persons 

- List of tables of the guidelines Risk Management and Impact Assessment in the Processing 
of Personal Data 

- List of the types of data processing that require a DPIA 
- Data protection by design principle: Guideline on Data Protection by Design 

https://gestiona2.aepd.es/
https://www.aepd.es/documento/risk-management-and-impact-assessment-in-processing-personal-data
https://www.aepd.es/documento/risk-management-and-impact-assessment-in-processing-personal-data
https://www.aepd.es/es/documento/tables-guidelines-risk-assesment-dpia-en.docx
https://www.aepd.es/es/documento/tables-guidelines-risk-assesment-dpia-en.docx
https://www.aepd.es/sites/default/files/2019-09/listas-dpia-en-35-4.pdf
https://www.aepd.es/es/documento/guia-privacidad-desde-diseno_en.pdf
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- Data protection by default principle:  
o Guideline for Data Protection by Default 
o List of measures on Data Protection by Default principle 

- Security principle for the rights and freedoms for data subjects based on the 
Spanish National Security Framework 

 
The Spanish methodology risk for the rights and freedoms of physical persons is becoming 
a standard implemented in private and public tools sectors, this tool implements an 
holistic view of the obligations of controllers and processors and integrates low risk and 
high risk personal data processing management in contrast with former tools published 
by the Spanish DPA. 
 
This tool does not require configuration or other technical resources than just a simple 
web browser, there are no cloud services neither additional databases are required and 
no third party is involved in the management of the processing of controllers or 
processors providing an additional layer of confidentiality for the business and processing 
activities of controllers and processors of personal data since everything is locally 
processed in the computer of the user. 
 
This tool will also help controllers and processors to face prior consultation requirements 
of GDPR article 36 in case the level of risk would remain high after the implementation of 
measures in the processing since reports provided by this tool will give answer to article 
36.3 requirements. 
 
In the end, this is a milestone of a process in which the Spanish DPA has been involved 
since 2016 as soon as GDPR was publish and is the culmination of the lines of work that 
were initiated in 2015 in the context of the strategic plan of the AEPD in which the design 
of the current Division of Innovation and Technology was initially outlined becoming 
nowadays a reference in accountability in the context of privacy and personal data 
protection after the huge amount of publications and resources published to help data 
subjects, controllers and processors. 

 

https://www.aepd.es/media/guias/guia-proteccion-datos-por-defecto-en.pdf
https://www.aepd.es/media/guias/PDpD-listado-medidas.xlsx
https://www.boe.es/buscar/doc.php?id=BOE-A-2022-7191
https://www.onetrust.es/nota-de-prensa/onetrust-integra-la-guia-de-gestion-del-riesgo-de-la-aepd/
https://www.apep.es/gestion_de_riesgos_en_el_rgpd/
https://www.aepd.es/es/documento/plan-estrategico-aepd.pdf
https://www.aepd.es/en/areas/innovation-and-technology

