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Data Protection Authorities’ initiatives listed in
the booklet:

Andorra; Belgium; Bermuda; Bulgaria; Canada (Ontario); Cata-
lonia; Colombia; France; Georgia; Germany; Gibraltar; Greece;
Hong Kong, China; Ireland; Israel; Italy; Jersey; Morocco; Mexi-
co; Norway; The Philippines; Poland; Serbia; Slovakia; Spain;
Switzerland - Zurich Canton; Turkey; United Kingdom

Languages available for the initiatives and
resources pointed out:
English, French, German, Greek, Italian, Norwegian, Polish,

Spanish, Slovak, Turkish, Bulgarian, Hebrew.
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Material
(resources)




‘ Andorra: To ensure that people are aware of their new rights and responsibilities, the
Andorran Data Protection Agency launched an awareness campaign on citizens' rights and
responsibilities, with supporting infographics. This initiative consisted of the production of 8
audiovisual capsules, each focused on a specific topic, such as the principle of accounta-
bility, DPOs, the obligation to notify control authorities of security breaches, the rights and
obligations of data protection,

Rights to be forgotten, to portability and of access. Each of these capsules presented an
infographic. The initiative aimed to raise awareness and educate the public on the new data

protection regulations and the Law of Quality and Protection of Personal Data (LQPD).

Principis relatius a

la proteccid de
dadcs

https:/www.apda.ad/
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https://www.apda.ad/

' Belgium: The Belgian DPA distributed to teachers a “pe-
dagogic handbook™ on data protection. This educational mate-

les-parents-et-lenseigne- rial is drafted in a way to facilitate teachers taking advantage of

New teaching material No- it to educate young people about the

thing to hide?
importance of data protection in their

lessons. It also distributed aware-

ness-raising material to schools such

as posters, flyers, textbooks, etc.

‘ Belgium: The Belgian DPA participated in a
https/Zwwwrtbfbe/auvio/  radio programme on Belgium's French-speaking public channel

-le- ?id= on young people's right to an image

‘ Colombia: Guide designed for children and

default/files/files/2021/ adolescents to educate the public to the digital world.

-

"é_NT IBAD DIGITAL

FONS

‘ France: The CNIL launched a campaign entitled “All to-
gether, be careful on the Internet!” at the end of 2022. It provided
new resources: 4 cartoons/ videos on four topics: online iden-
tity, cookies, cyberbullying and exercising your rights, practical
information sheets for parents and for teachers, a card game, a
quiz and a poster. This kit of free and ready-to-use resources is
available for children aged 8 to 10 and adults looking after them,
to help children make better use of the internet. This campaign

adopted a playful, light-hearted tone, combining humor and re-
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https://www.jedecide.be/les-parents-et-lenseignement/support-pedagogique
https://www.jedecide.be/les-parents-et-lenseignement/support-pedagogique
https://www.jedecide.be/les-parents-et-lenseignement/support-pedagogique
https://www.jedecide.be/sites/default/files/2022-01/Rien%20%C3%A0%20cacher%20-%20importance%20de%20la%20protection%20des%20donn%C3%A9es%20-%20version%201.0_0.pdf
https://www.jedecide.be/sites/default/files/2022-01/Rien%20%C3%A0%20cacher%20-%20importance%20de%20la%20protection%20des%20donn%C3%A9es%20-%20version%201.0_0.pdf
https://www.rtbf.be/auvio/detail_tendances-premiere-le-dossier?id=2866269
https://www.rtbf.be/auvio/detail_tendances-premiere-le-dossier?id=2866269
https://www.rtbf.be/auvio/detail_tendances-premiere-le-dossier?id=2866269
https://sic.gov.co/sites/default/files/files/2021/Guia%20CUIDA%20TU%20IDENTIDAD%20DIGITAL%20002.pdf
https://sic.gov.co/sites/default/files/files/2021/Guia%20CUIDA%20TU%20IDENTIDAD%20DIGITAL%20002.pdf
https://sic.gov.co/sites/default/files/files/2021/Guia%20CUIDA%20TU%20IDENTIDAD%20DIGITAL%20002.pdf
https://sic.gov.co/sites/default/files/files/2021/Guia%20CUIDA%20TU%20IDENTIDAD%20DIGITAL%20002.pdf

al-life scenarios; the approach is positive: “the Internet is fun, but

you have to learn how to use it". The content is age-appropriate,

having been developed with the target audiences (children, pa-  Tous ensemble. prudence.
rents and teachers) and tested before being broadcasted. pour les 8 - 10 ans | CN

Prudence sur Internet avec la
CNIL

. France: The "Guardians at the Digital Age” booklets (two
documents) are fun educational tools designed to help parents,
teachers and younger children (aged 9 to 15) understand the ma-
jor challenges of the digital age. These materials provide keys in-
formation on 5 topics: cyberbullying, privacy, infox, video games
and the mechanisms of influence. For each topic, activities to do
at home or in class are suggested. The initiative coordinated by
the CNIL and the MGEN is supported by educational and science
partners, namely the Ministry of National Education and for You-
th, An@é-Educavox, MGEN (as a member of the VYV Group) and -et- -du-

Universcience.
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https://www.cnil.fr/fr/education
https://www.cnil.fr/fr/education
https://www.cnil.fr/fr/education
https://www.cnil.fr/fr/gardiens-et-gardiennes-du-numerique-tous-en-mission
https://www.cnil.fr/fr/gardiens-et-gardiennes-du-numerique-tous-en-mission
https://www.cnil.fr/fr/gardiens-et-gardiennes-du-numerique-tous-en-mission

‘ France: A poster "Cyber-reflexes” created by the CNIL
with the French public body Cybermalveillance.gouv.fr. Listing
6 tips that people should do to protect themselves from hac-

kers and online identity theft, ranging from strong, and different
Targets: General public
les-cyber-reflexes
https./www.cnil.fr/
fr/cybermalveillan-
ce-la-cnil-et-lunaf-pu-
blient-deux-gui-
des-sur-les-cybermenaces

passwords to being wary of unexpected and alarming messages.

The resource is in French.
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https://www.cnil.fr/fr/se-proteger-sur-internet-avec-les-cyber-reflexes
https://www.cnil.fr/fr/se-proteger-sur-internet-avec-les-cyber-reflexes
https://www.cnil.fr/fr/se-proteger-sur-internet-avec-les-cyber-reflexes
https://www.cnil.fr/fr/cybermalveillance-la-cnil-et-lunaf-publient-deux-guides-sur-les-cybermenaces
https://www.cnil.fr/fr/cybermalveillance-la-cnil-et-lunaf-publient-deux-guides-sur-les-cybermenaces
https://www.cnil.fr/fr/cybermalveillance-la-cnil-et-lunaf-publient-deux-guides-sur-les-cybermenaces
https://www.cnil.fr/fr/cybermalveillance-la-cnil-et-lunaf-publient-deux-guides-sur-les-cybermenaces
https://www.cnil.fr/fr/cybermalveillance-la-cnil-et-lunaf-publient-deux-guides-sur-les-cybermenaces

. France: A Charter on education for digital literacy and ci-
tizenship composed of fourteen articles was developed in 2023
by the French Ministry of Education in cooperation with the CNIL,
the ARCOM (the audio-visual regulator) and the CLEMI (a Ministry
agency, responsible for teacher training in media and information
literacy, and the production or co-production of teaching resour-
ces). The commitments are intended to support students in the di-
gital environment and focuse on the three following pillars: 1. Ma-
king the digital space an empowering and inclusive place 2. Making
the digital space a rightful place 3. Making the digital space a place
of vigilance. The Charter is distributed for display in all schools, to
be enriched with adapted and various resources for appropriation
by class level. Published in French in 2023 and should be made
available in English.
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https://eduscol.education.fr/3730/charte-pour-l-education-la-culture-et-la-citoyennete-numeriques
https://eduscol.education.fr/3730/charte-pour-l-education-la-culture-et-la-citoyennete-numeriques
https://eduscol.education.fr/3730/charte-pour-l-education-la-culture-et-la-citoyennete-numeriques
https://eduscol.education.fr/3730/charte-pour-l-education-la-culture-et-la-citoyennete-numeriques

www.pdps.ge

‘ Georgia: In 2023, the Personal
Data Protection Service of Georgia pre-
pared a manual entitled "Recommenda-
tions on the Processing of Personal Data
of Minors". The purpose of this recom-
mendation document is to analyze issues
related to minors and to review the obli-
gations of data controllers and proces-
sors. It also presents the decisions made
by the Service in a generalized form. Cu-
rrently, the Georgian language version is
publicly available. However, the English
language version will be available in the
near future.

Additionally, PDPS prepared cogniti-

ve entertainment material for minors, including crosswords,

scanwords, and various cognitive illustrations. Notebooks contai-

ning mentioned content have been produced and are distributed

to young people at various informational meetings. Additionally,

in order to raise awareness, PDPS placed information brochures

and cognitive-entertaining newspapers in the Tbilisi-Batumi rai-

lway trains. One page of these newspapers is dedicated to chil-

dren and contains the above-mentioned material. Cognitive en-
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tertainment material is also published on the Service's social

networks and is available to all interested parties. https.//old. pdps.ge/en/
press/post/9118

‘ Germany: Pixi-knowledge and Pixi-
book on data protection [in print form via the
website] explains in everyday situations in
an entertaining way what privacy means and
what even the youngest can do to protect
it. The videos on the Pixi books refer to the
different topics such as “You and your data”,
“What does private mean?”, “On the trail of
data collectors”, "Who protects my data?”,

“More Security on the Internet”, and "Tips for

emergencies”.

The BfDI received the 2023 Global Privacy
Assembly (GPA) prize in the videos for his
Pixi books in the “education and awareness”
category for the videos for his Pixi books as

confirmation of its continuous work in the

Educational Material (resources) N


https://shorturl.at/s02Us
https://old.pdps.ge/en/press/post/9118 
https://old.pdps.ge/en/press/post/9118 

area of freedom of information and the protection of personal

data, especially of children and young people.

https./www.bfdibund.de/
SharedDocs/Downloads/

DE/Pixi/Pixi-Wissen
Was-ist-Datenschutz.html
https:/www.bfdibund.de/
DE /Servi :
https./www.bfdibund.de/
SharedDocs/Kurzmeldun-

gen/DE/2023/26 GPA-

Award.html
‘ Germany: A flyer for parents on the topic “Data protec-

tion is child protection”. The printed summary on the twelve
topical fact sheets is recommended for display in schools, kin-
dergartens and other social institutions. [available in Germany
and in Englishl

hitps.Zwww.bfdibund.de/

Kinderschutz node.html
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https://www.bfdi.bund.de/DE/Service/Publikationen/Flyer-digital/Kinderschutz/Kinderschutz_node.html
https://www.bfdi.bund.de/DE/Service/Publikationen/Flyer-digital/Kinderschutz/Kinderschutz_node.html
https://www.bfdi.bund.de/DE/Service/Publikationen/Flyer-digital/Kinderschutz/Kinderschutz_node.html
https://www.bfdi.bund.de/DE/Service/Publikationen/Flyer-digital/Kinderschutz/Kinderschutz_node.html
https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Pixi/Pixi-Buch_Das-ist-privat.html
https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Pixi/Pixi-Buch_Das-ist-privat.html
https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Pixi/Pixi-Buch_Das-ist-privat.html
https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Pixi/Pixi-Buch_Das-ist-privat.html
https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Pixi/Pixi-Wissen_Was-ist-Datenschutz.html
https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Pixi/Pixi-Wissen_Was-ist-Datenschutz.html
https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Pixi/Pixi-Wissen_Was-ist-Datenschutz.html
https://www.bfdi.bund.de/SharedDocs/Downloads/DE/Pixi/Pixi-Wissen_Was-ist-Datenschutz.html
https://www.bfdi.bund.de/DE/Service/Mediathek/Pixi/Pixi-node.htlm
https://www.bfdi.bund.de/DE/Service/Mediathek/Pixi/Pixi-node.htlm
https://www.bfdi.bund.de/DE/Service/Mediathek/Pixi/Pixi-node.htlm
https://www.bfdi.bund.de/SharedDocs/Kurzmeldungen/DE/2023/26_GPA-Award.html
https://www.bfdi.bund.de/SharedDocs/Kurzmeldungen/DE/2023/26_GPA-Award.html
https://www.bfdi.bund.de/SharedDocs/Kurzmeldungen/DE/2023/26_GPA-Award.html
https://www.bfdi.bund.de/SharedDocs/Kurzmeldungen/DE/2023/26_GPA-Award.html

‘ Gibraltar: To highlight the importance of privacy and the
impact data protection has on our daily lives, particularly in view
of the interconnected online world in which we live, the Gibraltar
Regulatory Authority, as the Information Commissioner, launched
a public campaign to better understand and examine the preva-
lence of online information sharing by parents and/or guardians
(the "Campaign”). The Campaign, titled “Data Protection in a World
of Sharenting”, included the publication of a dual infographic and
an awareness raising audio-visual (linked below) highlighting the
pros and cons of the sharenting phenomenon. The Minister for
Justice, Equality & Regulations HM Government of Gibraltar, also
welcomed the initiative and encouraged the public to participa-
te. The Campaign concluded with a report, published on Data
Protection Day (28 January 2023) which explored the extent of
sharenting in Gibraltar and assesses the levels of data protection

awareness amongst the local parents and/or guardians.

Data Protection Day 2023

Data Protection in a World of
Sharenting - Infographic
Data Protection in a World of
Sharenting - Awareness-rai-
sing audio-visua

RA Priv nd D Pro-
tection - YouTube Channe
Data Protection in a World of
Sharenting - The Report
Vi RA Priv nd D
Pr ion = YouTl

Channe
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https://www.gra.gi/data-protection/privacy-awareness/data-protection-day
https://www.gra.gi/uploads/documents/data-protection/Privacy%20Awareness/22%2006%2015%20-%20Infographics%20-%20Sharenting%20pros%20and%20cons.pdf
https://www.gra.gi/uploads/documents/data-protection/Privacy%20Awareness/22%2006%2015%20-%20Infographics%20-%20Sharenting%20pros%20and%20cons.pdf
https://www.youtube.com/watch?v=xWxWoaRtY0I
https://www.youtube.com/watch?v=xWxWoaRtY0I
https://www.youtube.com/watch?v=xWxWoaRtY0I
https://www.youtube.com/watch?v=xWxWoaRtY0I
https://www.youtube.com/watch?v=xWxWoaRtY0I
https://www.gra.gi/uploads/documents/data-protection/Privacy%20Awareness/23%2001%2028%20DP%20Day%202023%20Report.pdf
https://www.gra.gi/uploads/documents/data-protection/Privacy%20Awareness/23%2001%2028%20DP%20Day%202023%20Report.pdf
https://www.youtube.com/playlist?list=PLoHaAeOIBun6AutYcbhMroemUQxpX1s8N
https://www.youtube.com/playlist?list=PLoHaAeOIBun6AutYcbhMroemUQxpX1s8N
https://www.youtube.com/playlist?list=PLoHaAeOIBun6AutYcbhMroemUQxpX1s8N

. Greece: The "byDefault” project (funded by the EU'’s Citi-
zens, Equality, Rights and Values (CERV) program and coordina-
ted by the Hellenic DPA) involves the implementation of a trai-
ning and documentation program to promote data protection by
design. Work Package 3 was targeting the critical social group
of children. The related education program is pursuing the ob-
jectives to develop learning resources, evaluate and adapt them
from pedagogical perspectives, design learning scenarios, and

develop the tools to perform a set of pilot education activities to

eu/ several elementary and secondary schools.
https://bydefault-project.
eu/press-material/ The personal data protection related topics cover a wide spectrum

s of personal data privacy concepts, progressing from
foundational definitions to practical protective me-
......... asures providing children with a holistic understan-

ding of their digital footprint, the potential risks, and

the tools they can use to maintain their privacy.

. Hong Kong, China: The Office of the Pri-
vacy Commissioner for Personal Data (PCPD)
published a Chinese book entitled “The Treasu-
re-trove of Privacy — Understanding Your Perso-

nal Data Privacy” in July 2023 in which children

privacy matters (in particular those arising from
the children’s use of online platforms) have also

been explicitly discussed in a dedicated section of a chapter,

https:ZZvwww.pcpd.org.hk/

english/news events/ providing helpful tips for parents and the public to better protect
media statements/

press 20230720 .html the personal data privacy of children.

. Hong Kong, China: In August 2023, the PCPD published a

pamphlet entitled “Sharenting Dos and Don'ts” to set out some
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https://bydefault-project.eu/
https://bydefault-project.eu/
https://bydefault-project.eu/press-material/
https://bydefault-project.eu/press-material/
https://www.pcpd.org.hk/english/news_events/media_statements/press_20230720.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20230720.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20230720.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20230720.html

helpful tips for parents before they publish any posts about their
children online. As the phenomenon of “sharenting” is getting
more popular in Hong Kong, the PCPD would like to draw the at-
tention of parents inrealizing the potentialimpacts of over-sharing
their children’s daily lives online and the long-term consequen-
ces it may bring to their future education and work prospects.
Fundamentally, the PCPD would like to highlight the importance
of respecting children's privacy in this digital era and the roles

that parents may take in this respect.
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. Ireland: Guides for parents: In April 2023, the DPC produ-
ced four short guides for parents on children’s data protection ri-
ghts under the GDPR. These guides are intended to help parents
understand their children’s rights and answer questions that can
arise in typical situations where those rights apply.

- My child's data protection rights — the basics : This outlines
some of the issues that can arise when a parent seeks to exercise

data protection rights on behalf of their child.
- Children's data and parental consent : This looks at the me-
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Target: Parents and
general public
https:.Z/www.pcpd.org.hk/
english/news events/
media statements/

press 20230803.html


https://www.pcpd.org.hk/english/news_events/media_statements/press_20230803.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20230803.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20230803.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20230803.html
https://www.dataprotection.ie/sites/default/files/uploads/2023-04/DPC_ChildrensRights_TheBasics.pdf
https://www.dataprotection.ie/sites/default/files/uploads/2023-04/DPC_ChildrensData_ParentalConsent.pdf

https:./www.dataprotec-
tion.ie/en/dpc-guidance/
my-childs-data-protec-
tion-rights#guides
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O d f
ag= "
$ [¥]

N

(2N
Guide 2:
My data
v protection
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Guidance for children on
heir r ion righ
D Pr ion mmission

aning of the ‘digital age of consent’ and outlines when parents’
consent may be needed for processing their child's personal data,
and how parents can approach those cases.

- Protecting my child's data : This is intended to help parents un-
derstand the rights that they have in relation to their children’s
data and gives some useful advice on how to protect their chil-
dren’s rights.

- Are there any limits on my child's data protection rights? : This
outlines some important limits to how and when children’s data pro-
tection rights may be exercised, whether by children themselves or

by parents on their behalf. It

@ ANGELTILS

outlines some common situa- for Parents
The DPC has produced
tions where these can arise & four short guides for
parents on children’s
. . ¥ < data protection rights
and suggests ways in which \ , under the GDPR.
parents can address them. £ ocC

‘ Ireland: Guides for children on their data protection rights
published by the DPC. They are intended mainly for children aged
13 and over, as this is the age at which children can begin signing
up for many forms of social media on their own.

- Data protection - what's it all about? - This guide introduces chil-
dren and young people to the idea of personal data and data pro-
tection, and why it's important for them to know about it.

- My data protection rights - This guide is a series of one-page
primers which each introduce children to a separate GDPR right
and how to use it.

- Top tips for keeping your data safe online - This guide has 15
useful tips to help children - and indeed everyone - keep their

personal data safe when they go online.
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https://www.dataprotection.ie/sites/default/files/uploads/2023-04/DPC_ChildrensData_ProtectingThem.pdf
https://www.dataprotection.ie/sites/default/files/uploads/2023-04/DPC_ChildrensData_Limits.pdf
https://www.dataprotection.ie/en/dpc-guidance/childrens-data-protection-rights
https://www.dataprotection.ie/en/dpc-guidance/childrens-data-protection-rights
https://www.dataprotection.ie/en/dpc-guidance/childrens-data-protection-rights
https://www.dataprotection.ie/en/dpc-guidance/my-childs-data-protection-rights#guides
https://www.dataprotection.ie/en/dpc-guidance/my-childs-data-protection-rights#guides
https://www.dataprotection.ie/en/dpc-guidance/my-childs-data-protection-rights#guides
https://www.dataprotection.ie/en/dpc-guidance/my-childs-data-protection-rights#guides

‘ Italy: “La scuola a prova di privacy” ("A privacy-proof
school”) is a vademecum, targeting educational institutions, tea-
chers, students and families, which addresses the issues related
to the processing of personal data at schools. The guide places

special attention to the correct use of new technologies and pro-

vides a focus on some worrying phenomena which can affect § é/h m ;/Ww . /-/

young people, such as cyberbullying, revenge porn and sexting. W W/ 38 111 e
. Jersey: Jersey's data protection agency has created the

Privacy Superheroes, whose adventures are told in comic book

form. They are at the origin of a cultural change, creating a com-

munity that encourages islanders to share responsibility for

protecting their personal information. Endowed with powers to

change behavior and an instinctive understanding of privacy, the rarget: _ ,

//jerseyoic.or

heroes have been embraced by islanders young and old alike, ch/?query=the+privacy+force

and still have much to offer them!

‘ Mexico: The “Stealing Data Villain™ is part of a monitoring
program for transparency and personal data protection. It is ai-
med at children and teenagers, and designed to help create more

transparent and honest citizens by making them aware of the

risks they run when surfing the Internet. As part of the actions
to promote the exercise of the right of access to information,
the protection of personal data and the prevention of risks
that exist in the digital world, the “Stealing Data Villain" has

eight arms that represent anti-values such as evil, danger,
false identity, cheating, theft, corruption and espionage. (]
It makes visible the main risks of sharing personal data on I-

the internet through its eight tentacles. As a consequence,

it is possible to know the main crimes committed in the digi- El.wu.l"n "
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https://gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/9887111
https://gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/9887111
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tal world, which opens the pattern -_,.'

for girls, boys and adolescents to

AR
P

PROTECTOR!

(e anie LGI0E Reisanles

learn how to protect themselves
from each of them and generate &
self-awareness. Transparency, Ac-
cess to Public Information and Protection of Personal Data of the
hitpsZ/wwwinfoemorgmx/  State of Mexico and Municipalities Institute (INFOEM), was awar-
datos-0 ded as exaequo winner the 2023 GPA Global and Privacy Prize in

the Education and Awareness category. Education and Aware-

ness category.

. Ontario: In April 2023, the IPC of Ontario launched 4 new
classroom-ready lesson plans. These lesson plans ensure that
educators have access to trustworthy content they can use in
their classrooms to teach students in Grades 2 through 8 (aged
6-13) about why privacy is important and how to protect their pri-
vacy online
- What is Privacy? (Grades 2-3) Students draw connections be-
tween their existing concepts of privacy and how it applies to the
internet and networked devices.

- Protecting Your Privacy (Grades 4-5) Students review what the
word “privacy” means in an online context and learn key priva-
cy-related vocabulary.

- The Value of Privacy (Grades 6-7) Students learn practical stra-
tegies and tools for managing their privacy and consider how

these can be used to limit what audiences have access to their

https:/www.ipc.on.ca/?pa- personal information.
https:./wwwiipc. - My Privacy, Your Privacy (Grades 7 - 8) Students consider how

on.ca/wp-content/
uploads/2021/09/ their actions and decisions can affect others’ privacy and deve-

privacy-pursuit-activi-
ty-book-for-kids_ipc.pdf lop a list of "dos™ and “don’ts” for managing both their own and
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https://globalprivacyassembly.org/wp-content/uploads/2023/07/A3.-Transparency-Access-to-Public-Information-and-Protection-of-Personal-Data-of-the-State-of-Mexico-and-Municipalities-Institute-Infoem-1.pdf
https://globalprivacyassembly.org/wp-content/uploads/2023/07/A3.-Transparency-Access-to-Public-Information-and-Protection-of-Personal-Data-of-the-State-of-Mexico-and-Municipalities-Institute-Infoem-1.pdf
https://www.ipc.on.ca/sites/default/files/legacy/2023/04/2023-04-20-privacy-pursuit-lesson-plan-grades-2-3-online.pdf
https://www.ipc.on.ca/sites/default/files/legacy/2023/04/2023-04-20-privacy-pursuit-lesson-plan-grades-4-5-online.pdf
https://www.ipc.on.ca/sites/default/files/legacy/2023/04/2023-04-20-privacy-pursuit-lesson-plan-grades-6-7-online.pdf
https://www.ipc.on.ca/sites/default/files/legacy/2023/04/2023-04-20-privacy-pursuit-lesson-plan-grades-7-8-online.pdf
https://www.ipc.on.ca/en?page_id=20733
https://www.ipc.on.ca/en?page_id=20733
https://www.ipc.on.ca/sites/default/files/legacy/2021/09/privacy-pursuit-activity-book-for-kids_ipc.pdf
https://www.ipc.on.ca/sites/default/files/legacy/2021/09/privacy-pursuit-activity-book-for-kids_ipc.pdf
https://www.ipc.on.ca/sites/default/files/legacy/2021/09/privacy-pursuit-activity-book-for-kids_ipc.pdf
https://www.ipc.on.ca/sites/default/files/legacy/2021/09/privacy-pursuit-activity-book-for-kids_ipc.pdf
https://www.ipc.on.ca/sites/default/files/legacy/2021/09/privacy-pursuit-activity-book-for-kids_ipc.pdf
https://www.infoem.org.mx/es/contenido/villano-robadatos-0
https://www.infoem.org.mx/es/contenido/villano-robadatos-0
https://www.infoem.org.mx/es/contenido/villano-robadatos-0

others' privacy.

The IPC worked with MediaSmarts, Canada’s Centre for Digital Li-

teracy to develop these great free lesson plans. Built on the IPC's
popular Privacy Pursuit! activity book of Games and Activities for
Kids released in 2021, these lesson plans directly support six of
the nine competencies in the International Personal Data Protec-
tion Competency Framework for School Students. They're also
aligned with Ontario's new provincial curriculum requirements for
digital literacy, digital citizenship, and online safety, which come

into force this fall.

. Ontario: In October 2023 the IPC of Ontario published a
draft “Digital Privacy Charter for Ontario Schools,” developed in
consultation with educators, educationalinstitutions, parents, and
youth advocates. The Charter consists of 12 high-level commit-
ments that codify current and emerging privacy best practices,
many of which are grounded in statutory requirements.

The commitments are intended to support students in the digital
environment by:

- promoting strong privacy protections in digital education tools
and services used by schools;

- encouraging ongoing learning about privacy in the digital envi-
ronment; and

- empowering students to understand and exercise their privacy

and access rights.

Digatal Privacy Charter

for/Ontario Schools
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Target: Educators, children
and teenagers
https.//wwwi.ipc.on.ca/?pa-
https:/www.ipc.
on.ca/wp-content/
uploads/2021/09/
privacy-pursuit-activi-
ty-book-for-kids_ipc.pdf

Target: Children, youth,
Parents and guardians,
educators, school boards
https./www.ipc.on.ca/en/
media/4469/download?at-
tachment
https:/www.ipc.
on.ca/wp-content/
uploads/2023/10/
sp0000ie-digital-priva-
cy-charter-11x17-1.pdf


https://mediasmarts.ca/
https://www.ipc.on.ca/en/media/4469/download?attachment 
https://www.ipc.on.ca/en/media/4469/download?attachment 
https://www.ipc.on.ca/en/media/4469/download?attachment 
https://www.ipc.on.ca/sites/default/files/legacy/2023/10/sp00001e-digital-privacy-charter-11x17-1.pdf
https://www.ipc.on.ca/sites/default/files/legacy/2023/10/sp00001e-digital-privacy-charter-11x17-1.pdf
https://www.ipc.on.ca/sites/default/files/legacy/2023/10/sp00001e-digital-privacy-charter-11x17-1.pdf
https://www.ipc.on.ca/sites/default/files/legacy/2023/10/sp00001e-digital-privacy-charter-11x17-1.pdf
https://www.ipc.on.ca/sites/default/files/legacy/2023/10/sp00001e-digital-privacy-charter-11x17-1.pdf
https://www.ipc.on.ca/?page_id=20733
https://www.ipc.on.ca/?page_id=20733
https://www.ipc.on.ca/wp-content/uploads/2021/09/privacy-pursuit-activity-book-for-kids_ipc.pdf
https://www.ipc.on.ca/wp-content/uploads/2021/09/privacy-pursuit-activity-book-for-kids_ipc.pdf
https://www.ipc.on.ca/wp-content/uploads/2021/09/privacy-pursuit-activity-book-for-kids_ipc.pdf
https://www.ipc.on.ca/wp-content/uploads/2021/09/privacy-pursuit-activity-book-for-kids_ipc.pdf
https://www.ipc.on.ca/wp-content/uploads/2021/09/privacy-pursuit-activity-book-for-kids_ipc.pdf

While the Charter's commitments are voluntary, school boards
across Ontario can use the Charter to demonstrate a strong, pro-
vince-wide promise to protect students’ digital privacy, support
accountability and transparency, and strengthen trust in Ontario’s
schools.

While the Charter's commitments are voluntary, school boards
across Ontario can use the Charter to demonstrate a strong, pro-
vince-wide promise to protect students’ digital privacy, support
accountability and transparency, and strengthen trust in Ontario’s
schools.

‘ The Philippines: As part of the Kabataang Digital (KD) or
Digital Youth Campaign, the NPC pu-
blished KD booklets entitled “Defen-
ding the Digital Playground: A Guide
for Handling Children's Personal Data,”
which were tailored for children and
their parents. These booklets equip
them with the knowledge and tools

necessary to navigate the internet sa-

Now available on fely and responsibly. They aim to raise

our KD webpage! ‘;ﬂ

awareness and provide practical gui-

dance on protecting children's per-

e o IECERRVIRTSE R | [, ok O | IERSPRRTEITA T [ S S u
| o

h W/ANIANINI com/
Kk nadiqgi
https://privacy.gov.ph/kd/

----- = sonal data online. Apart from the KD
Booklet, fun games and other downloadable materials are avai-
lable on the KD Webpage to engage the children to be young
privacy advocates.
The NPC also posted child-friendly lectures and discussions on
the KD YouTube Channel to educate the children on the Philippi-
ne legislation that protects personal data, the Data Privacy Act of

2012, and how to protect their personal data online.
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https://www.youtube.com/kabataangdigital
https://www.youtube.com/kabataangdigital
https://privacy.gov.ph/kd/

These resources have successfully reached and impacted a wide

audience, including thousands of youths across the country.

‘ Serbia: A flyer from the Commissio-
ner for Information of Public Importance MOAALY O

NIVYHOCTV CY
and Protection of Personal Data entitled HALLE BNAMO,
. . KﬂKO MX https://www.poveremk.rs/
Personal data is our treasure, how can we images/stories/vodic-ba-
MO)KEMO ner/Brosura_za_decu_Poda-

protect it?" designed for elementary school ci o licnosti su_nase blago

kako_ih mozemo_zastititi.pdf
students to be integrated in the "New Li-

teracy” program. It has been written by a

psychologist and a journalist and imple-

AVATAV AN

mented with the help of the United States Agency for Internatio-
nal Development (USAID).

‘ Spain: The "More than a mobile” campaign was launched
in November 2022 by the Spanish Data Protection Authority and
UNICEF Spain as the United Nations agency that monitors chil-
dren's rights. The campaign aimed to provide families with the
keys to understanding data protection and security issues before
handing their children their first cell phone. In collaboration with
UNICEF, the AEPD prepared a 10-point guide to encourage dia-
logue within families on the responsible use of cell phones and
the rights of users. The main Spanish telephone operators for the
first time participated in the disseminating campaign of the con-
tents free of charge, and included a QR code to download the
decalogue with the campaign advice, in devices offered for sale.  hiips./www.aepdes/guias/
In addition, the free broadcast carried out by the Spanish general m_ Vi l. . f B
television channels has made ‘More than a mobile’ the most suc-

cessful campaign in the history of the AEPD, with more than 300

million visits and downloads.
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https://www.poverenik.rs/images/stories/vodic-baner/Brosura_za_decu_Podaci_o_licnosti_su_nase_blago_kako_ih_mozemo_zastititi.pdf
https://www.poverenik.rs/images/stories/vodic-baner/Brosura_za_decu_Podaci_o_licnosti_su_nase_blago_kako_ih_mozemo_zastititi.pdf
https://www.poverenik.rs/images/stories/vodic-baner/Brosura_za_decu_Podaci_o_licnosti_su_nase_blago_kako_ih_mozemo_zastititi.pdf
https://www.poverenik.rs/images/stories/vodic-baner/Brosura_za_decu_Podaci_o_licnosti_su_nase_blago_kako_ih_mozemo_zastititi.pdf
https://www.poverenik.rs/images/stories/vodic-baner/Brosura_za_decu_Podaci_o_licnosti_su_nase_blago_kako_ih_mozemo_zastititi.pdf

‘ Switzerland: Modules "Moving with Confidence in the Di-
gital World» deal with privacy protection and enable content to
be conveyed in a playful, age-appropriate way. As teaching aids,
it was created by teachers and staff from PH Zurich's media edu-
cation and digital learning departments in cooperation with the
data protection officer of the Canton of Zurich, [Available in 4 lan-
guages: German, French, English and Italianl.

The teaching material is designed to be used by teachers by
education cycles in different settings, regardless of the size of
their class and the level of the pupils. Many materials can be used
digitally or printed and in-depth information allows teachers to
explore topics individually

-Cycle 1 (aged from Kindergarten to 9) “Secrets are allowed"
deals with the basic understanding of privacy and the recognition
of personal data; published in the spring of 2019, it was awarded
the “Global Privacy and Data Protection Award”,

-Cycles 2 and 3 (aged 9-13 and 13-16) focus on the media use of

digital tools and platforms (launched this year).
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https://datenschutz.ch/datenschutz-in-oeffentlichen-organen/bildung-und-forschung/selbstbestimmt-digital-unterwegs
https://datenschutz.ch/datenschutz-in-oeffentlichen-organen/bildung-und-forschung/selbstbestimmt-digital-unterwegs
https://datenschutz.ch/datenschutz-in-oeffentlichen-organen/bildung-und-forschung/selbstbestimmt-digital-unterwegs
https://datenschutz.ch/datenschutz-in-oeffentlichen-organen/bildung-und-forschung/selbstbestimmt-digital-unterwegs
https://datenschutz.ch/datenschutz-in-oeffentlichen-organen/bildung-und-forschung/selbstbestimmt-digital-unterwegs
https://datenschutz.ch/datenschutz-in-oeffentlichen-organen/bildung-und-forschung/selbstbestimmt-digital-unterwegs
https://www.learnprivacy.ch/

- Cycle 2 (aged 9-13) deals with the traces we leave every day
in our use of the media and how to preserve our anonymity. The
diverse lessons are providing audio stories, role plays and detec-
tive tasks and ranges from questions about personal data and
data economy to the topics of surveillance and digital legal as-
pects such as informational self-determination.

- Cycle 3 (aged 13-16): is devoted to other questions about pri-
vacy in the everyday lives of young people: How do we use our
smartphones and where do we leave traces, who is interested in
my private data and what happens to it?

. United Kingdom: The ICO has produced a suite of school
resources for teachers to use when discussing privacy issues and
the value of personal data. These include lesson plans and wor-
ksheets, for primary and secondary schools.

. United Kingdom: In Autumn 2023, the ICO produced a 10-
step guide to sharing information to safeguard children. It aims to
help organisations and their staff should feel confident that they
can share information to protect children and have the informa-
tion they need to do it safely.

‘ United Kingdom: In May 2023 the ICO updated its gui-
dance document intended for providers of EdTech services. This

guidance helps to explain how the Children's code applies to pro-

viders of EdTech services.



https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/school-resources/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/a-10-step-guide-to-sharing-information-to-safeguard-children/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/a-10-step-guide-to-sharing-information-to-safeguard-children/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/a-10-step-guide-to-sharing-information-to-safeguard-children/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/childrens-code-guidance-and-resources/the-children-s-code-and-education-technologies-edtech/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/childrens-code-guidance-and-resources/the-children-s-code-and-education-technologies-edtech/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/childrens-code-guidance-and-resources/the-children-s-code-and-education-technologies-edtech/

Physical
Events

Data protection workshops and all types of
presentations specifically addressing children,
pupils, parents and/or guardians and educator,
youth associates as the general public in our data
protection and privacy field of activities




Bermudas PrivCom DPA set up a
range of interactive events and workshops, such as
a tea party for senior citizens or a webinar on Al as
part of Data Protection Awareness Week in January
2023. As part of this week, the initiative “Privacy Hour
for Children & Teens” created a customized curricu-
lum for schoolteachers to use to talk about privacy
issues with their students at all levels: kindergarten,
primary, middle school and high school. For example,
the youngest students were given simple stories and
colouring exercises and the oldest students were invi-
ted to a "Hackathon”. For different ages, parents were
given materials on age-appropriate conversations
along with template "Family Agreement” checklists to
help guide those conversations. Videos and speeches
by government ministers helped spread the messa-
ge that these issues related to privacy or technology

were universal and important.

The Catalan Data Protection Autho-
rity (APDCAT) launched in 2023 the project "Who are
you? What your data reveals about you,
in collaboration with Catalonia's public
libraries, to raise awareness among chil-
dren and adults, through playfuland edu-
cational activities, about the importance
of staying private on line. Thus, new ma-
terials, shows, games, stories and works-

hops were designed to spread the cul-

https:./www.privacy.bm/
post/collaboration-at-da-
ta-privacy-week-2023
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https://www.privacy.bm/post/collaboration-at-data-privacy-week-2023

Project "Who are you? What
your data reveals about you'

with Catalonia's public libra-
ries

La-cotorra.pdf (gencat.cat)
El-tigre-bondados.pdf (gen-
cat.cat)
https:.//apdcat.gencat.cat/
en/sala de premsa/notes

ture of privacy and to promote a responsible use of the
internet and social media, providing some tips to keep
personal data safe. These activities were carried out in

the Network of Catalan Public Libraries.

Coinciding with Sant
Jordi's Day celebrations (the day of the
book and the rose in Catalonia, April 23,
2023) the APDCAT published on its web-
site two new stories, ‘The Parrot’ and
‘The Kind Tiger', for children between 7
and 11 years old, in order to raise aware-
ness about the value of personal data and the risks of
sharing personal data online. These two stories were
accompanied by educational worksheets, meant to gui-
de families and help parents reflect with their children
the need to take care of personal data when using the

internet and social networks.

During the Christmas’
holidays (December 2023), the APDCAT
filled the Children’'s Festival of Barcelona,
wich brings together thousands of chil-
dren and families, with magic and games.
Their aim was to raise awareness, in a fun
way, about the appropriate use of techno-

logy to avoid ‘getting caught up in the net.

The APDCAT space opens the doors at the Chil-
dren's Festival. Catalan Data Protection Authority

(gencat.cat)
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https://apdcat.gencat.cat/en/sala_de_premsa/notes_premsa/noticia/Festival-infancia-23-post
https://apdcat.gencat.cat/en/sala_de_premsa/notes_premsa/noticia/Festival-infancia-23-post
https://apdcat.gencat.cat/en/sala_de_premsa/notes_premsa/noticia/Festival-infancia-23-post
https://apdcat.gencat.cat/web/.content/04-actualitat/menors-i-joves/documents/La-cotorra.pdf
https://apdcat.gencat.cat/web/.content/04-actualitat/menors-i-joves/documents/El-tigre-bondados.pdf
https://apdcat.gencat.cat/web/.content/04-actualitat/menors-i-joves/documents/El-tigre-bondados.pdf
https://apdcat.gencat.cat/en/sala_de_premsa/notes_premsa/noticia/APDCAT-publica-dos-nous-contes-per-Sant-Jordi
https://apdcat.gencat.cat/en/sala_de_premsa/notes_premsa/noticia/APDCAT-publica-dos-nous-contes-per-Sant-Jordi
https://apdcat.gencat.cat/en/sala_de_premsa/notes_premsa/noticia/APDCAT-publica-dos-nous-contes-per-Sant-Jordi
https://apdcat.gencat.cat/en/sala_de_premsa/notes_premsa/noticia/APDCAT-publica-dos-nous-contes-per-Sant-Jordi
https://apdcat.gencat.cat/en/sala_de_premsa/notes_premsa/noticia/APDCAT-publica-dos-nous-contes-per-Sant-Jordi
https://apdcat.gencat.cat/web/.content/03-documentacio/documents/projecteBiblioteques/NdPProjecteQuiEts.pdf
https://apdcat.gencat.cat/web/.content/03-documentacio/documents/projecteBiblioteques/NdPProjecteQuiEts.pdf
https://apdcat.gencat.cat/web/.content/03-documentacio/documents/projecteBiblioteques/NdPProjecteQuiEts.pdf
https://apdcat.gencat.cat/web/.content/03-documentacio/documents/projecteBiblioteques/NdPProjecteQuiEts.pdf
https://apdcat.gencat.cat/en/documentacio/projecte-qui-ets-dades-que-parlen-de-tu/index.html
https://apdcat.gencat.cat/en/documentacio/projecte-qui-ets-dades-que-parlen-de-tu/index.html
https://apdcat.gencat.cat/en/documentacio/projecte-qui-ets-dades-que-parlen-de-tu/index.html
https://apdcat.gencat.cat/en/documentacio/projecte-qui-ets-dades-que-parlen-de-tu/index.html

Free training on different topics, consi-
dered of vital importance about data subjects and data

controllers.

Air 2022 November 7th 2022, ethical re-
flection event entitled “futures, innovations and revolu-
tions” (air), focusing on EdTech and digital uses in edu-
cation. This event provided an opportunity for forward
thinking on the issue of digital development in educa-
tion and its ethical consequences for the evolution of
the French education model. After an introduction by
the Chair of the CNIL and by the Director
General of School Education from the CNIL.
French Ministry of National Education

and Youth, 3 round-tables were held on

(i
ELﬂE
L°E

the following issues: “"Education data: a
preserve or a new Eldorado?”; “The con-

tribution of EdTech to education: reali-

DU NI
EDU

ties and prospects” and "Digital practices
and education: moving from addiction
to reason”. The event was closed by Ms
Stefania Giannini, UNESCO Assistant Di-
rector-General for Education.

The CNIL published a booklet as a brief

summary of the interventions (in French)

Between September 2022 and Septem-
ber 2023, CNIL staff charged with digital education con-
ducted a number of awareness-raising and training

initiatives in schools, youth organizations in regions, mu-

https.//www.cnilfr/fr/ca-

hier-air2022- rer-lethi-
que-du-numerique-educatif
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https://www.cnil.fr/fr/cahier-air2022-elaborer-lethique-du-numerique-educatif
https://www.cnil.fr/fr/cahier-air2022-elaborer-lethique-du-numerique-educatif
https://www.cnil.fr/fr/cahier-air2022-elaborer-lethique-du-numerique-educatif

nicipalities and child protection centers:
- Presentations to primary, middle and high school
students: awareness raising covered 5 topics inclu-
ding the definition of personal data, why and how to
protect it, digital rights and how to exercise them.
- Interventions to train education staff on personal
data protection and cybersecurity issues, how to
exercise one's rights and best practices in relation to
the protection of students’ data in digital activities.
- Workshops with employees in companies remotely,
and face-to-face training courses.
- Meetings with parent-teacher associations.
- Interventions in youth centers.
- Asports-related module in controlling one's e-repu-
tation on social media developed with football clubs
for future young professional players.
- Educ@tech Expo Fair 2023: joint workshops “Tea-
chers and digital citizenship: what leviers for tea-
ching?" and "How can digital citizenship be taught in
the classroom?” with the CNIL, the ARCOM and the
Defender of Rights.

https.//www.cnilfr/fr/
journee-internationa-
e-des-droits-de-len-
fant-la-cnil-or-
ganise-des-ate-
lers-en- -pri-
maire

- Digital Games Festival: workshops for children, fami-
lies and teachers about on-line data protection, with
demonstration of on-line tracking with the CNIL's tool

“cookieviz”

The immersive game “The Guardians of
the Digital Age " aimed to raise awareness of the cha-
llenges of digital citizenship has been made freely ac-

cessible at the Paris City of Science and Industry Centre

28 Physical Events



https://www.cnil.fr/fr/journee-internationale-des-droits-de-lenfant-la-cnil-organise-des-ateliers-en-ecole-primaire
https://www.cnil.fr/fr/journee-internationale-des-droits-de-lenfant-la-cnil-organise-des-ateliers-en-ecole-primaire
https://www.cnil.fr/fr/journee-internationale-des-droits-de-lenfant-la-cnil-organise-des-ateliers-en-ecole-primaire
https://www.cnil.fr/fr/journee-internationale-des-droits-de-lenfant-la-cnil-organise-des-ateliers-en-ecole-primaire
https://www.cnil.fr/fr/journee-internationale-des-droits-de-lenfant-la-cnil-organise-des-ateliers-en-ecole-primaire
https://www.cnil.fr/fr/journee-internationale-des-droits-de-lenfant-la-cnil-organise-des-ateliers-en-ecole-primaire
https://www.cnil.fr/fr/journee-internationale-des-droits-de-lenfant-la-cnil-organise-des-ateliers-en-ecole-primaire

from April 2023 until late 2024. The * Guardians at the Di-
gital Age * escape game offers 6 missions dealing with:
Cyberbullying, fake news, social networks, connected
objects, the value of personal data, the economy of at-
tention. A booklet has been designed to explain each
mission and provides practical advice on digital uses in
relation to the themes. Created by the CNIL and the VYV
Group, and supported by the French Ministry of Educa-
tion, among other partners,

Once dismantled in late 2024, the game created on a hu-
man scale, so that families can walk around and carry out
the missions proposed, will be able to tour the country,

visiting public venues in major cities and schools.

Educapcity: the annual digital citizens-

hip rally for 9-15-year-olds ended a tour of France on
22 June 2023, and brought together the finalist teams
from all over France in a total of 1,398 children and 280
supervisors. A joint operation involving the CNIL and the
Defender of Rights on a common display stand set up

on the outdoor lawns in front of the CNILs premises in

https.Z/www.cnil.fr/fr/
decouvrez-le-jeu-im-
mersif-les-gardiens-du-
numeri -la-cite- -
ien -et-de-lin fi
https:./www.cnil.fr/

fr/gardiens-et-gar-
diennes-du-numeri-

que-tous-en-mission

Physical Events 29


https://www.cnil.fr/fr/decouvrez-le-jeu-immersif-les-gardiens-du-numerique-la-cite-des-sciences-et-de-lindustrie
https://www.cnil.fr/fr/decouvrez-le-jeu-immersif-les-gardiens-du-numerique-la-cite-des-sciences-et-de-lindustrie
https://www.cnil.fr/fr/decouvrez-le-jeu-immersif-les-gardiens-du-numerique-la-cite-des-sciences-et-de-lindustrie
https://www.cnil.fr/fr/decouvrez-le-jeu-immersif-les-gardiens-du-numerique-la-cite-des-sciences-et-de-lindustrie
https://www.cnil.fr/fr/decouvrez-le-jeu-immersif-les-gardiens-du-numerique-la-cite-des-sciences-et-de-lindustrie
https://www.cnil.fr/fr/gardiens-et-gardiennes-du-numerique-tous-en-mission
https://www.cnil.fr/fr/gardiens-et-gardiennes-du-numerique-tous-en-mission
https://www.cnil.fr/fr/gardiens-et-gardiennes-du-numerique-tous-en-mission
https://www.cnil.fr/fr/gardiens-et-gardiennes-du-numerique-tous-en-mission

www.educapcity.org
https:/www.cnil.fr/
fr/citoyennete-nu-
merique-la-cnil-par-
ticipe-educap-ci-
ty-une-operation-des-
tinee-aux-9-15-ans
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Paris, amongst the 67 partners who were on hand throu-
ghout the day to welcome the 243 competing teams.
The CNIL raised young people's awareness of its Quiz
“‘How to protect your privacy online”, based on a card

game designed by the institution. The event was run by

CNIL staff and its Digital Education Unit, and was also
attended by the Chairs of the CNIL and the French De-
fender of Rights.

In 2022-2023, the Personal Data Protec-
tion Service (PDPS) held 28 meetings with 708 parti-
cipants. It should be noted that some meetings were
attended by school students, school and kindergarten
teachers, and administrative staff. The meetings dealt

with general issues of personal data protection, inclu-
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ding the legal grounds and principles of data processing,
data security, the lawfulness of data processing, and the
rights of minors as data subjects. Furthermore, PDPS has

placed informative brochures and illustrated posters in

the public schools in order to raise their awareness.

Privacy Awareness School Campaign
(the "PASC") organised in cooperation with the HM Go-
vernment of Gibraltar's Department of Education. The
PASC aims to examine the relationship between the use
of digital technology and privacy matters amongst stu-
dents aged 9 years and over. The PASC comprises of the
delivery of an interactive presentation and a Q&A ses-
sion targeting student groups (i.e., Year 5 students (aged
0-10 years), Year 7 students (aged 11-12 years), Year 9
students (aged 13-14 years) and Year 11+ students (aged
15 and over)). The presentation is appropriately adapted
for each age group and provides a comprehensive un-
derstanding of the legal and technical jargon surroun-
ding data protection and privacy matters. The underl-
ying message in all presentations remains consistent.
The presentations lay emphasis on the importance of
protecting personal data when using Social Networking

Sites (SNS) and the appropriate use of privacy controls.

https.//old.pdps.ge/en/

press/post/q356
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Privacy Awareness Schoo

mpaign

h WAANIANING org.

hk/english/whats-
new/20230509.html
https./www.pcpd.org.
hk/english/whats-
new/20221117html

h WAANIANING orghk/
english/news events/
medi ments/

r 202 25.htm
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Students are made aware of the potential risks of losing
control of their privacy when using SNS and advised that
failure to control their privacy today may inadvertently

present future repercussions.

Multiple webinars, school talks
and a school tour on anti-doxxing and cyberbullying
were organized by the PCPD to highlight the serious
consequences of cyberbullying and doxxing behaviors
in schools. In fact, as at the end of 2023, the PCPD rea-
ched out to over 10, 100 students from more than 25
local secondary schools to foster youngsters' unders-
tanding on how to protect their personal data online
and to say "‘No" to cyberbullying and doxing through its
school tour. As part of PCPD's "Privacy Awareness Week
2023", a dedicated seminar on cyberbullying and dox-

xing behavior involving students was also held to assist
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students and parents alike in understanding the serious
repercussions of such behaviors while providing recom-
mendations on how to prevent / address doxxing and

cyberbullying.
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Youth Leadership for Privacy is an initiative
of the Israeli Privacy Protection Authority in cooperation
with the Ministry of Education. This is a special and inno-
vative program, in which the participants receive, among
other things, knowledge and tools on the subject of pri-
vacy protection in the digital space. The students aged
between 16-18 (10th-12th grade) serve as “Privacy Am-
bassadors” for youth and therefore the intention is that
the knowledge the students will receive and the topics
they will be exposed to will turn them into content and
knowledge experts and allow them to raise the flag of
maintaining online privacy and protecting personal data
in the digital space among teenagers and other circles of

influence, even among their parents and teachers.
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* In each meeting of the program, one topic is discus-
sed and the students express their position in relation
to that topic. This could be an investigation conducted
by the Authority regarding the illegal use of personal
information, tools for better control of information, do-
cuments published by the Authority and more.

* The students are also involved in the activities of the
authority and take part, as speakers, in the annual con-
ference held by the authority and have also participated
in discussions in the Knesset committees. They could
meet with ministers, Knesset Members and directors
of government offices. This year the students attended
the hearings regarding the amendments to the Israell
Privacy Protection Act and meetings of Knesset com-
mittees on the topic of Children's rights.

- The students are also invited to present their ideas
for deliverables on the topic of privacy daily activities
that could raise awareness to privacy in general. For
example, a circular to be circulated by the ministry of
Education regarding privacy and data protection, or
other types of products such as: videos, lesson plans,
a brochure, etc. which will be circulated in educational
institutions across the country.

- Initiated as a pilot project, it includes all of the districts
of Tel Aviv (South, Central and North).

Conference organised in a boarding-school
in Rome in cooperation with the association “Skuola.
net” and all the other Italian boarding-schools. The title

of the event was “Visible or surveilled? Life on the net”,
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created as an occasion to exchange between students

and the members of the Garante.

The event “State of Privacy” organised in
September 2022 for the 25th anniversary of the Garante
in Naples resulted in the sighing of “the Manifesto of Pie-
trarsa”. This sustainable initiative aims at marking the en-
gagement of companies in delivering information on the
processing of personal data in a transparent, accessible
and comprehensible way, to move from formal transpa-
rency to effective transparency. For instance, they have
promised engagement through promotional activities,
information campaigns, prize games, the design of trai-
ning courses, even at a distance, for children and the el-
derly on the value of personal data.

After the signing of the Manifesto, with ‘State of priva-
cy 2023, held in Rome, the Garante continued its dialo-
gue with public and private stakeholders on the future of
data protection and the challenges raised by new tech-
nologies. On that occasion a new awareness-raising and
education campaign on the ‘value of privacy' was laun-
ched, to be implemented in 2024, especially in the South

and in small towns of the country.

Within the celebrations for its 25th anniver-
sary, the Garante organised on the 21st of October 2022
an event at the Argentina Theater in Rome “Privacy First!
on the side of young people”. It was the occasion to dis-

cuss about social media, cyberbullying, revenge porn,

https.//www.garantepri-

vacv.it/home/docweb/-/
web-di /

cweb/a807083

[l Manifesto di Pietrarsa

https:/www.garantepriva-

cv.it/state-of-privacy-2023
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Target: Students
https.Z/www.garante-
: :
home/docweb/-/
cweb/9815138

Target: Teachers
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network risks. The event was built on the "TED Talks"
formula in which each of the speakers (the Commissio-
ners, a philosopher, a young priest influencer, a techno-
logy expert, a writer) shared a story, a personal expe-
rience, gave advice, illustrated a theme related to the
privacy of the youngest. The Authority’'s intention was
to propose a form of communication that was as empa-
thetic as possible and close to young people, capable
of involving them and effectively explaining the impor-
tance of protecting personal data and the most intimate

sphere, one’'s own and that of others.

e~

#Privaq?> First!

" Italy: The Garante is cooperating with CINI (Consor-
zio interuniversitario nazionale per linformatica) in a se-
ries of initiatives including webinars on data protection
and schools addressed to teachers on privacy issues
related to new technologies, including on minors’ con-

sent and apps.
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The Garante took part in Fiera Didacta lItalia,
the most important trade fair on innovation in the edu-
cation sector, held in Florence, on 8-10 March 2023. The
ltalian DPA organised a seminar and a workshop, res-
pectively dedicated to personal data issues in schools

and the role of the Data Protection Officer.

The Garante signed a Memorandum of Un-
derstanding with Corecom (Regional Communications
Committees, functional bodies of the lItalian telecom-
munications authority - AGCOM) on 30 May 2023. The
MoU is meant to strengthen the protection of children's
data and implement strategies for the prevention and
contrast of high-risk phenomena such as cyberbullying
and revenge porn. As part of the protocol, the organiza-
tion of public initiatives involving experts, citizens and
institutions is envisaged through courses, conferences,
research activities and meetings on the topics of perso-
nal data protection, with particular attention to cyber-
bullying and revenge porn. Information materials will
also be prepared (handbook, guidelines, articles, pu-
blications) and best practices will be promoted to raise
awareness among minors, as the most fragile subjects,

towards an informed and safe use of the internet.

In 2022, the IPC issued a call to Ontario's
youth, inviting applications for its inaugural Youth Ad-
visory Council. The resulting group includes 10 young
people aged 15-24, hailing from different communities

across the province, and bringing a huge diversity of

h /A it/temi/
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Terms of Reference for the
Youth Advisory Counci
https:./www.ipc.on.ca/
about-us/ipcs-youth-advi-
sory-council/
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backgrounds, experiences, and outlooks to the table.
This group of highly engaged youth are advising the
IPC office in developing education and outreach mate-
rials that are more relevant to young people. Our You-
th Advisors are sharing their views about digital litera-
cy, access, and privacy rights in Ontario. Guided by the
Youth Advisory Council's advice on IPC program ideas
and resources, the office is more committed than ever
to enhancing privacy education and digital literacy, spe-

cifically among children and youth.

The NPC conducted Kabataang
Digital (Digital Youth) Caravans in schools in 2023, whe-
re workshops, training sessions, and awareness cam-
paigns were directly held, targeting both students and
educators.
In celebration of National Children's Month, the KD
Campaign also organized the Young Privacy Advoca-
tes Annual Summit in 2022 and 2023 as part of its ad-

vocacy campaign to provide basic knowledge on the
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implications of the digital environment related to chil-
dren’s privacy rights and promote online safety and
age-appropriate use of online platforms and technolo-
gies. Through caravans and summits, the KD campaign
has successfully reached more than 18,000 Filipino
youth, guided by the campaign's core principles: Smart,

Vigilant, and Discerning.

Implementation of the 13th edition of the
Nationwide Educational Programme of the Personal
Data Protection Office "Your data - Your concern”. Effec-
tive protection of personal data. Educational activity ad-
dressed to students and teachers” in 2022/2023
https://www.uodo.gov.pl/en/642
Initiatives implemented as part of the 13th edition in-
cluded i.e..#DataProtectionLessons were launched as a
new initiative of the "Your data - Your concern” program-
me in 2022 and 2023. It included educational activities
for students and teachers. Courses were organized to
inform students about how to navigate safely
in the world of new technologies. Among the

topics of the online lessons planned were:

privacy, protection of personal data and safe \‘( \-\
use of such data on the Internet or while 3:’

. ) ) (O
using new technologies, conscious manage- ¥ o,
ment of one’'s image, especially when using {\\7.

social media, and recognising the risks as-
sociated with the use of personal data in the

virtual world.

h //priv .gov.ph/kd/

h WA NN gov.pl/
en/642/1471
https:/www.uodo.gov.pl/

en/642/1473
h WA NN gov.pl/

en/642/1475

https./www.uodo.gov.pl/

en/642/1476
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The Summer Academy for Personal
Data Protection: The series of online meetings with
the representatives of the Polish DPA as well as the
leaders of the "Your data - Your concern® program-
me. The initiative is directed to students of classes VI
and VIl of primary schools and students of secondary
schools. The initiative was organised with the aim of
helping young people to develop informed and res-
ponsible attitudes in order to use the Internet safely,
by spreading knowledge of the principles of handling
personal data in the world of new technologies. The
initiative also served to emphasise the role of the va-
lue of personal data protection in the everyone's li-

ves - the representatives of the younger generation

in particular.

“How much is your data worth? A few
words about the challenges of monetization”. On 16th

March 2023, students from one of Warsaw's secon-
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dary schools participated in an educational activity or-
ganized by the Polish DPA. The topic of the educational
classes and the discussion with the participants were
aimed at making young people aware of what personal
data is and the fact that this data is a value in itself, as
it directly relates to the fundamental rights of the indi-
vidual. It is up to the level of awareness and maturity of
the individual person to decide whether and how he or

she will take care of the security of their personal data.

GDPR Summer Leadership Academy. In
2023 anew, free educationalinitiative was launched. This
was an educational project for students and graduates

enriching them with practical

knowledge on the principles of uon)D

N XA T AT

personal data protection. Du-

ring online lectures and onsite

h
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pl/pl/138/2649
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pl/en/553/1511
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ber 2023, students and young

graduates could gain unique
knowledge and marketable
professional skills, drawing on
the knowledge and experien-
ce of the Polish supervisory au-

thority experts and current data

protection leaders. | - = U ‘4
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“The Digital cara-

van" campaign aimed to raise
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https.//www.kvkk.gov.tr/
Icerik/7645/KVKK-Aka-
demi-Tiri-Deprem-Bolge-
sindeki-Cocuklar-Icin-Ye-
niden-Yola-Cikii
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awareness by touring caravan which circulated throu-

ghout Serbia to reach school pupils.

Through the "KVKK Academy Truck” pro-
Ject, Turkey's data protection commission aimed to miti-
gate the negative effects of the earthquake on children
following the earthquake that took place on February 6,
2023. The project was launched in five provinces to rai-
se awareness among children and their families of the
concept of personal data through fun, awareness-raising
and information activities. Activities were organized for
children and young people aged 5 to 18 living in remote

villages.

- e e -
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Infographics posted on Twitter and

Instagram to raise public awareness

Awareness raising audio-visual videos
are published on the Gibraltar Regulatory Authority's
("the GRA") YouTube channel. See links below.

The GRA also uses social media to provide summari-
sed data protection guidance to the public. These social
media campaigns which may consist of one-off ad hoc
advice or more focused guidance published weekly
over a longer period of time. Both the awareness-raising
audio-visuals and the social media campaigns are sha-
red on the GRA's website and also on the GRA's social

media platforms (e.g., LinkedIn, X and Facebook).

! GHFEG
W T =g PRIVACY
: s
1T YOUR FAMI ’ =

The #MakeaHabit Personal Data Pro-
tection online campaign ran for a month to raise aware-
ness of data protection among the general public. The
campaign was conducted on social media in simple,

non-legal language, to make data protection topics ac-


https://x.com/sicsuper/status/1621886294698893312?s=20
https://x.com/sicsuper/status/1621886294698893312?s=20
https://x.com/sicsuper/status/1621886294698893312?s=20
https://www.youtube.com/watch?v=xWxWoaRtY0I
https://www.youtube.com/watch?v=xWxWoaRtY0I
https://www.youtube.com/watch?v=xWxWoaRtY0I
https://www.youtube.com/watch?v=9fnVYUVG03U
https://www.youtube.com/watch?v=9fnVYUVG03U
https://www.youtube.com/watch?v=cZ0LFQ03s7Q
https://www.youtube.com/watch?v=cZ0LFQ03s7Q

cessible and understandable. Among the topics addres-
sed: leaving electronic devices unattended; rashly and
thoughtlessly accepting a privacy policy document; vio-
lation of direct marketing rules; third-party rights in the
dissemination of private photos.... https://personaldat

n/librar t/8415
The illustrated cards, with important advice, encourage https://globalprivac-

. o ) assembly.org/wp-con-
us to think every day about why it is crucial to constantly tentZu@oqufzostwZ

question the reasons for requests for our own or others’ W
data, the purposes for which they are made and whether —mmpdign.pdf
they comply with legal requirements. Fétrosr: Ol?ét c&];418'5 =
Furthermore, it should be noted that the Law of Geor-
gia "On Personal Data Protection” cannot regulate every
aspect of data protection issues. The legislation does
not cover data processing for personal purpo- ‘
ses. Nevertheless, it is vital to establish a culture o
of data protection and respect in personal rela-
tionships.

Adhering to the information provided in the l \-;_

campaign and considering specific rules will 2 e N\

prevent potential moral or financial losses in the
future.

In this context, thematic posters have been pu-
blished, offering advice and role-playing for
those concerned in their day-to-day activities,
to help them learn how to protect their personal

data. The Cards were shared via Social Media:

https.//www.facebook.com/media/set/?se-
t=a.150524724275331&type=3
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https://www.facebook.com/media/set/?set=a.150524724275331&type=3
https://www.facebook.com/media/set/?set=a.150524724275331&type=3
https://www.facebook.com/media/set/?set=a.150524724275331&type=3
https://pdps.ge/en/library/post/8415
https://pdps.ge/en/library/post/8415
https://globalprivacyassembly.org/wp-content/uploads/2023/07/A25.-Personal-Data-Protection-Service-of-Georgia-PDPS-Campaign.pdf
https://globalprivacyassembly.org/wp-content/uploads/2023/07/A25.-Personal-Data-Protection-Service-of-Georgia-PDPS-Campaign.pdf
https://globalprivacyassembly.org/wp-content/uploads/2023/07/A25.-Personal-Data-Protection-Service-of-Georgia-PDPS-Campaign.pdf
https://globalprivacyassembly.org/wp-content/uploads/2023/07/A25.-Personal-Data-Protection-Service-of-Georgia-PDPS-Campaign.pdf
https://globalprivacyassembly.org/wp-content/uploads/2023/07/A25.-Personal-Data-Protection-Service-of-Georgia-PDPS-Campaign.pdf
https://globalprivacyassembly.org/wp-content/uploads/2023/07/A25.-Personal-Data-Protection-Service-of-Georgia-PDPS-Campaign.pdf
https://globalprivacyassembly.org/wp-content/uploads/2023/07/A25.-Personal-Data-Protection-Service-of-Georgia-PDPS-Campaign.pdf
https://old.pdps.ge/en/library/post/8415
https://old.pdps.ge/en/library/post/8415
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In March 2023, a promotional
video entitled "Saying No to Cyberbullying and Doxxing"
was published by the PCPD on social media channels
including YouTube to assist students, teachers, parents
and the general public in understanding the importance
of staying away from cyberbullying and doxxing beha-

viors and safeguarding personal data privacy for chil-

H 4948 B %

dren.

PauseBeforeYouPost campaign: The DPC
launched in 2023 a #PauseBeforeYouPost campaign on
social media in order to raise awareness among parents
of the risks involved in posting back-to-school photos
of children online. The campaign also provided parents
with tips on how to keep their children’'s information safe,
such as avoiding oversharing information, making sure
there is no identifiable information in the background of
the photo, and the importance of talking to children be-

fore posting their photos online.

# Pause before you post
Who 30 you mant seeing this phota? New | Back-to-school
Blog | Photos

Pause before you post to
protect your child's information

R

0,

=
| - g
,.,m;



https://www.dataprotection.ie/en/dpc-guidance/blogs/back-school-photos-keeping-information-about-your-child-safe
https://www.dataprotection.ie/en/dpc-guidance/blogs/back-school-photos-keeping-information-about-your-child-safe
https://www.dataprotection.ie/en/dpc-guidance/blogs/back-school-photos-keeping-information-about-your-child-safe
https://www.dataprotection.ie/en/dpc-guidance/blogs/back-school-photos-keeping-information-about-your-child-safe
https://www.dataprotection.ie/en/dpc-guidance/blogs/back-school-photos-keeping-information-about-your-child-safe
https://www.dataprotection.ie/sites/default/files/uploads/2023-08/20230828_Pause%20before%20you%20post.2.pdf
https://www.youtube.com/watch?v=-QJAY5wi71E
https://www.youtube.com/watch?v=-QJAY5wi71E
https://www.youtube.com/watch?v=-QJAY5wi71E
https://www.youtube.com/watch?v=-QJAY5wi71E
https://www.youtube.com/watch?v=-QJAY5wi71E
https://www.youtube.com/watch?v=-QJAY5wi71E

In respect of the initiatives on a more aware  hitps /www.aaranteprivacy.

it/temi/minori/sharenting

use of social networking, the Garante's website section
on sharenting (Sharenting

- Garante Privacy) giving

. . i tips and aiming at highligh-
% ting that it is necessary for

‘adults” to be aware of the
prejudices to which they subject minors with the expo-

sure of their photos online (generally forever), also in https/ico.orguk/

for-organisations/advi-
terms of the use of images for child pornography, reta-  ce-for-small-organisations/
) ] ) . . whats-new/e-learning/#s-
liatory or otherwise improper purposes by third parties.  mallschools

Messaging to mark children’s

day and to highlight how the ICO's Children's code pro-

tects children in the digital world posted on Twitter. iconews/status/
1 2 1 1
?lang=en

Messaging to mark the Safer
Internet Day posted on Twitter.
https:. /twitter.
The ICO has provided videos QMML/S@_
/1622892601

on both its website, and also via its YouTube channel,

on data protection in small schools.



https://www.garanteprivacy.it/temi/minori/sharenting
https://www.garanteprivacy.it/temi/minori/sharenting
https://x.com/iconews/status/1594642307739176961?lang=en
https://x.com/iconews/status/1594642307739176961?lang=en
https://x.com/iconews/status/1594642307739176961?lang=en
https://x.com/iconews/status/1594642307739176961?lang=en
https://x.com/ICOnews/status/1622892601559883776
https://x.com/ICOnews/status/1622892601559883776
https://x.com/ICOnews/status/1622892601559883776
https://ico.org.uk/for-organisations/advice-for-small-organisations/whats-new/e-learning/#smallschools
https://ico.org.uk/for-organisations/advice-for-small-organisations/whats-new/e-learning/#smallschools
https://ico.org.uk/for-organisations/advice-for-small-organisations/whats-new/e-learning/#smallschools
https://ico.org.uk/for-organisations/advice-for-small-organisations/whats-new/e-learning/#smallschools
https://ico.org.uk/for-organisations/advice-for-small-organisations/whats-new/e-learning/#smallschools

Surveys/Studies




B Italy: Garante launched a survey on young people and
privacy, with the submission of a questionnaire to a significant
sample of students. The analysis of the data from the survey
was carried out by Skuola.net, on behalf of the Data Protec-
tion Authority, the aim of which was to investigate the type of
approach that new generations have to the subject of “privacy
and digital life". The questionnaire, consisting of 15 questions,
was administered on the portal www.skuola.net portal resul-
ting in 2,600 responses/completed questionnaires in the 11-24
age group. The results of the survey were announced on 28

January.

http s://www.garntep rivcy.it/\x/eb/gest/hmedocwb-dcwb—disply/o—
cweb/9740438

 France: A summary of the exis- o err
Numérique adolescent ef vie privée {Episode 1) :

CE que dit \a lIKterature en sclences soclales

RS L TR DT, A e T bl L LT HLT S - LW DO

ting literature on the use of digital te-
chnology by teenagers was published

L8 DWC 8 b s Pl o A CRAL SLatieT B MRS A artaT & b

on the CNILs Laboratory website linc. B 5 e e A LA, T R Larn et 1 Y
cnilfr. At the same time, a sociologi- ' '
cal study has been carried out in se-
condary schools to understand young
people’s relationship with digital use
and a survey conducted among 600
parents of teenagers. The aim is to produce adapted aware-
ness-raising resources in 2024. A conference with specialists
on this topic of digital and teenagers was planned in 2023 to

present and comment the results at the CNIL

Surveys / Studies
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https://www.garanteprivacy.it/home/docweb/-/docweb-display/docweb/9739770
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9740438
https://www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/9740438
https://linc.cnil.fr/numerique-adolescent-et-vie-privee-episode-1-ce-que-dit-la-litterature-en-sciences-sociales
https://linc.cnil.fr/numerique-adolescent-et-vie-privee-episode-1-ce-que-dit-la-litterature-en-sciences-sociales
https://linc.cnil.fr/numerique-adolescent-et-vie-privee-episode-1-ce-que-dit-la-litterature-en-sciences-sociales
https://linc.cnil.fr/numerique-adolescent-et-vie-privee-episode-1-ce-que-dit-la-litterature-en-sciences-sociales
https://linc.cnil.fr/numerique-adolescent-et-vie-privee-episode-1-ce-que-dit-la-litterature-en-sciences-sociales
https://linc.cnil.fr/numerique-adolescent-et-vie-privee-episode-1-ce-que-dit-la-litterature-en-sciences-sociales

B Gibraltar: Privacy Awareness School Survey 2022-23:
The annual survey examines the relationship between the use
of digital technology and privacy matters and allows the GRA
office to identify any key changes or behavioural trends in pri-
vacy practices amongst students in Gibraltar. The information
gathered from the survey is presented in a report which also
provides a comparative analysis with results collated from pre-

VIiOUS years.

/\wWww.gra.gi/ -pr jion/priv. -awaren /
hool-campaign
Privacy Awareness School Report 2022-23

B United Kingdom: A survey was carried out by the ICO in
March 2022 to understand teachers and schools'’ level of awa-
reness and teaching of the Children’'s code, online data protec-

tion and its associated resources throughout the UK,

//ico.orguk/media/402 /ico- hers-survery-march-
2022-wave-1.pdf
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https://www.gra.gi/data-protection/privacy-awareness/school-campaign
https://www.gra.gi/data-protection/privacy-awareness/school-campaign
https://www.gra.gi/uploads/documents/data-protection/Privacy%20Awareness/Privacy%20Awareness%20School%20Campaign/PASC%20Report%202022-23.pdf
https://ico.org.uk/media/4025480/ico-teachers-survery-march-2022-wave-1.pdf
https://ico.org.uk/media/4025480/ico-teachers-survery-march-2022-wave-1.pdf

Competitions

Competitions for young people in primary and
secondary schools and higher education are fre-
quently organized by data protection authorities
with educational partners under various formats.
There is a wide variety, ranging from all types of
Mmultimedia or artistic creations, technical works
(drqwing, painting, essoys), the production of a
single type of medium such as videos or mobi-
le applications raising youth awareness on data
protection rights, digital citizenship and responsi-
ble use of the Internet.




https:Z/www.cpdp.
/?p=element&aid=1232-
the information is available
in Bulgarian

h

//prim rd.

education.fr/trophees-
des-classes-les-lau-
reats-2022-2023
https.//www.cnilfr/fr/de-

couvrez-les-laureats-des-

trophees-des-classes-2024
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Competitions

‘ Bulgaria: Annual competition for students on the
theme: “Particularities of personal data protection in an
online environment - lessons learned after two years of
the pandemic” with regard to the challenges of protec-
ting personal data in this digital environment.

It was carried out in 2 stages, written essays evaluation
and oral presentation of the 10 best scored essays to

the competition committee.

‘ France: The annual competition
“the 5th Class Trophy" aimed at promo-
ting a civic culture of digital uses as part
of media and information education. Two
themes were taken in 2022-2023 from
the DEWG personal data competency
framework for students: i) knowing the
rights and duties associated with using
the Internet, and ii) knowing how to pro-
tect one's privacy and personal data, for
responsible use of online digital tools
and resources. Application from class consisted in the
submission of a collective production using a digital
medium (multimedia poster, podcast, quiz, video, digi-
tal book, digital game, etc.), with the aim of raising awa-
reness among pupils aged 8-11 years, and respecting
the rules set for copyright and personal data protection.,
The competition was organised by the Ministry of Edu-
cation and Youth and the CNIL in partnership with Ra-
dio France media, the Educnum collective of actors and

schools’ members of the eTwinning scheme.


https://www.cpdp.bg/?p=element&amp;aid=1232-
https://www.cpdp.bg/?p=element&amp;aid=1232-
https://primabord.eduscol.education.fr/trophees-des-classes-les-laureats-2022-2023
https://primabord.eduscol.education.fr/trophees-des-classes-les-laureats-2022-2023
https://primabord.eduscol.education.fr/trophees-des-classes-les-laureats-2022-2023
https://primabord.eduscol.education.fr/trophees-des-classes-les-laureats-2022-2023
https://www.cnil.fr/fr/decouvrez-les-laureats-des-trophees-des-classes-2024
https://www.cnil.fr/fr/decouvrez-les-laureats-des-trophees-des-classes-2024
https://www.cnil.fr/fr/decouvrez-les-laureats-des-trophees-des-classes-2024

. Georgia: The blog competition organized by the
DPA of Georgia was aimed at pupils aged 13 to 17 on the
theme of "My Personal Data and Eyes Wide Open”. The
goal of the competition was to raise awareness of the
importance of protecting personal data, to encourage
students to think critically and playfully about it, and to
involve their families and communities in the initiative.  target: Children aged 13
until 17 years old.

The winning students were awarded certificates, as well  https/old pdps.ge/ens

. . press/post/8649
as prizes - tablets and other equipment. View more informations

‘ Hong Kong, China: In 2022 - 2023, a short video
competition for primary school students entitled “Res-
pecting Privacy Begins with Me" was organized by the
PCPD to encourage local students in understanding
more on how best to protect their personal data privacy
online. Over 320 Primary 3 to Primary 6 students from 41
schools participated in the Competition, amounting to a

total of 74 entries. Participating teams could choose one

of the three themes for their videos: “Respect Others’

Target: Primary School
Students

https://www.pcpd.org.hk/
english/news events/
media statements/

press 20230517html
https:/www.youtube.com/
playlist?list=PL ji3ZNFIg-
t6piVJal cha2uuz30SHN-
65Hb (The playlist of the
award-winning videos)
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https://old.pdps.ge/en/press/post/8649
https://old.pdps.ge/en/press/post/8649
https://globalprivacyassembly.org/wp-content/uploads/2023/07/A26.-Personal-Data-Protection-Service-of-Georgia-PDPS-Blog-Contest.pdf
https://www.pcpd.org.hk/english/news_events/media_statements/press_20230517.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20230517.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20230517.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20230517.html
https://www.youtube.com/playlist?list=PLji3ZNFIgt6pjVJ2Lcha2uuz3oSHN65Hb
https://www.youtube.com/playlist?list=PLji3ZNFIgt6pjVJ2Lcha2uuz3oSHN65Hb
https://www.youtube.com/playlist?list=PLji3ZNFIgt6pjVJ2Lcha2uuz3oSHN65Hb
https://www.youtube.com/playlist?list=PLji3ZNFIgt6pjVJ2Lcha2uuz3oSHN65Hb

gram.html
https:./www.pcpd.org.hk/
english/news events/
media_statements/

press 20220824.html
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Personal Data Privacy”, "Say ‘No' to Cyberbullying” or
“Stay Vigilant Online: Be Careful while Disclosing Per-
sonal Data”, and produce a short video clip that lasted

for less than two minutes.

‘ Hong Kong, China: The PCPD has organized
the “Student Ambassador for Privacy Protection Pro-
gramme - Partnering Schools Recognition Scheme”,
over the years to foster a culture of respecting and
protecting personal data privacy on campus. The la-
test event was held in August 2022, which attracted
the participation of over 16,000 secondary school stu-
dents. Under this flagship event, a “Mobile Game Apps
Design Competition for Secondary School Students”,
was also held, receiving an overwhelming response
of over 150 entries from more than 400 secondary
school students. Through these events, the PCPD
aims to proactively help students cultivate the correct
value and attitude towards the protection of personal
data privacy, and say no to cyberbullying and doxxing

acts.



https://www.pcpd.org.hk/childrenprivacy/en/student_ambassador_program/student-ambassador-program.html
https://www.pcpd.org.hk/childrenprivacy/en/student_ambassador_program/student-ambassador-program.html
https://www.pcpd.org.hk/childrenprivacy/en/student_ambassador_program/student-ambassador-program.html
https://www.pcpd.org.hk/childrenprivacy/en/student_ambassador_program/student-ambassador-program.html
https://www.pcpd.org.hk/childrenprivacy/en/student_ambassador_program/student-ambassador-program.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20220824.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20220824.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20220824.html
https://www.pcpd.org.hk/english/news_events/media_statements/press_20220824.html

’ Italy: The Garante launched in January 2023 a
competition for secondary school students asking them
to make a video to explain to their peers what privacy
is for them and how to protect it. The initiative aimed at
involving teachers and children in information and awa-
reness projects on the value of personal data and the
importance of defending them, especially in the digital
dimension.

The Authority developed a special educational kit avai-
lable to schools that intended to participate with trai-
ning courses on topics sowing great impact, especially
for the youngest, including, in particular, cyberbullying;
identity theft; revenge porn; online profiling; digital as-
sistants; wearable devices; deepfake. At the end of the
training courses, the classes involved were asked to re-
cord short videos on the topics discussed with the tea-
chers, promoting awareness-raising and information ac-
tions on data protection and digital education. Students
were therefore considered as "ambassadors of privacy”.
3 prizes were awarded to the winning videos created -
respectively worth 3,000, 1,500 and 1,000 euros - which
the winning schools were able to allocate to purchases

of teaching technology.

‘ Mexico: The competition aimed to promote the
importance of privacy and personal data protection
among children as part of civic education on exercising
the right to personal data protection. The applicants had
to submit a video presenting his or her arguments and

ideas on a subject related to the protection of personal

The educational kit and the
competition rules - with all
the information needed to
participate and details on
the technical requirements
of the videos - can be

consulted on www.gpdp.it/
ambasciatoriprivacy and ht-
tps.//ambasciatoriprivacy.it.

Competitions


https://www.gpdp.it/ambasciatoriprivacy
https://www.gpdp.it/ambasciatoriprivacy
https://ambasciatoriprivacy.it
https://ambasciatoriprivacy.it

data and privacy. The following themes

mx/plenoninos/.
https.//home.inai.org.mx/

wpcontent/documentos/
SalaDePrensa/Comunica-

dos/Comunicado%20INAI-
039-23.pdf
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were proposed for guidance:

Protection of personal data and privacy
in social networks, grooming, sharen-
ting. cyberbullying, doxing, digitalrights,
digital violence, identity theft, value of
your personal data, what advice would
you give to your friends who share pho-
tos of themselves and others without
their permission? How do | explain to
my grandparents that they should pro-
tect their personal data? to name but a
few. Three winners were selected from
among 12 winners from each federal
state giving them automatic access to
the national phase, and the prize-giving ceremony, in-
cluded a children’s plenary session and a visit to Mexico
City (the week of 2 to 6 October 2023). The competition
was also intended to provide the opportunity to beco-
me a Children's Commissioner and be part of the Chil-

dren's Plenary 2023.

‘ Poland: ‘Michat Serzycki' Data Protection Award
was established in 2018 and is awarded to individuals
and organizations recognized for promoting, in Poland
and abroad, the value of personal data protection and
the right to privacy. The prize is also awarded to tho-
se whose achievements highlight the extremely impor-
tant role of social education and for their activities in

the field of education about personal data protection.


https://concurso.inai.org.mx/plenoninos/
https://concurso.inai.org.mx/plenoninos/
https://home.inai.org.mx/wp-content/documentos/SalaDePrensa/Comunicados/Comunicado%20INAI-039-23.pdf
https://home.inai.org.mx/wp-content/documentos/SalaDePrensa/Comunicados/Comunicado%20INAI-039-23.pdf
https://home.inai.org.mx/wp-content/documentos/SalaDePrensa/Comunicados/Comunicado%20INAI-039-23.pdf
https://home.inai.org.mx/wp-content/documentos/SalaDePrensa/Comunicados/Comunicado%20INAI-039-23.pdf
https://home.inai.org.mx/wp-content/documentos/SalaDePrensa/Comunicados/Comunicado%20INAI-039-23.pdf
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representatives of NGOs, above all, | & O TNSPERTORY

teachers, leaders of the “Your data -
Your concern” Programme who contri-
bute through their engagement in society
to more widely inform about personal data protection
and how to exercise one’s rights. As every year, the lea-
der of the Your data - Your concern programme and two

representatives from the academic world - specialists

in data protection - were awarded in 2023.

‘ Poland: "Data Protection in the Digital Jungle” is
a competition for students and for teachers (the best
initiative) within ,Your data - Your concern® Programme.
The main objective of the competitions for students and
for schools and teachers training centres is to promote
the principles of personal data protection among chil-
dren and young people, to popularise knowledge on
personal data protection among students, and to em-
phasise the important role of the subject of privacy and
personal data protection in everyone’s life. In the 13th
edition of the Programme (2022/2023), the task in the
competition for students was to record and edit a short
film in the form of reels or to prepare an artistic work in
the form of a drawing or comic strip relating to the com-
petition's theme “"Data Protection in the Digital Jungle”.
In turn, the aim of the competition for schools and tea-
chers training centres was to select the most interesting
educational initiatives disseminating knowledge about

data protection and the right to privacy among young
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https://www.uodo.gov.pl/en/p/michal-serzycki-data-protection-award
https://www.uodo.gov.pl/en/p/michal-serzycki-data-protection-award
https://www.uodo.gov.pl/en/p/michal-serzycki-data-protection-award

people, as well as to work towards broadening and dee-

pening knowledge on this topic.
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‘ Slovakia: The competition intended for young stu-

dents in the 8th and gth grades of elementary schools

and in the 3rd and 4th grades of eight-year high schools

(age 13 to 16) invited them to write an essay on two to-

pics: What does the
internet know about
me? or Me and my
future on social
networks.  Scope
of work maximum

3600 characters.
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https://www.uodo.gov.pl/en/642/1518
https://www.uodo.gov.pl/en/642/1518
https://dataprotection.gov.sk/sk/aktuality/vyhlasenie-esejovej-sutaze-2023-ziakov-8-9-rocnika-zakladnych-skol-3-4-rocnika-osemrocnych-gymnazii.html
https://dataprotection.gov.sk/sk/aktuality/vyhlasenie-esejovej-sutaze-2023-ziakov-8-9-rocnika-zakladnych-skol-3-4-rocnika-osemrocnych-gymnazii.html
https://dataprotection.gov.sk/sk/aktuality/vyhlasenie-esejovej-sutaze-2023-ziakov-8-9-rocnika-zakladnych-skol-3-4-rocnika-osemrocnych-gymnazii.html

’ Switzerland: A video competition on the subject of

data protection: "“Does Al promise us a good life with Al, https/wwwdatenschutz,
.

or will algorithms lead us into a new slavery? What role tanzen-wir-nach-algorith-

men-datenschutz-video-wett-
do humans play?” with 3,000 Swiss francs up for grabs. bewerb-2023

The winner was selected by the DPO.



https://dataprotection.gov.sk/uoou/sk/content/do-esejovej-sutaze-2023-pre-ziakov-8-9-rocnika-zakladnych-skol-3-4-rocnika-osemrocnych
https://dataprotection.gov.sk/uoou/sk/content/do-esejovej-sutaze-2023-pre-ziakov-8-9-rocnika-zakladnych-skol-3-4-rocnika-osemrocnych
https://dataprotection.gov.sk/uoou/sk/content/do-esejovej-sutaze-2023-pre-ziakov-8-9-rocnika-zakladnych-skol-3-4-rocnika-osemrocnych
https://dataprotection.gov.sk/uoou/sk/content/do-esejovej-sutaze-2023-pre-ziakov-8-9-rocnika-zakladnych-skol-3-4-rocnika-osemrocnych
https://dataprotection.gov.sk/uoou/sk/content/do-esejovej-sutaze-2023-pre-ziakov-8-9-rocnika-zakladnych-skol-3-4-rocnika-osemrocnych




The Belgian DPA "GBA" carried out mainte-
nance of its specific website Je décide’ on data protection

aimed at minors, parents and teachers. It is written in plain
h /AN i
language for young people and children, with concrete be/

. . ) . ) https./www jedecide.
illustrations of everyday life. It also includes practical ad- be/les-jeunes

h /AN ide.
vice for parents. The website www jedecide.be has won a /les-parents-et-len-

seignement.
variety of awards, including the “watwat" label in Flanders, R

which is granted to tailor-made information projects for
young people, disseminated in a form that is accessible
and easily understood by this audience. New content will

continue being added on the website.

Creation of an additional tab on its official
website titled “The children and their personal data” were
the following content is displayed: brochures on the per-
sonal data protection rights (for children), 9 Video clips
on Privacy in the digital era, 10 advices on how to protect

ourselves in Internet.

h WAANINNG - section “The children and

their personal data”

https:/www.cpdp.bg/index.php?p=-element&aid=1361- Children and young
people rights when working in digital platforms (available in Bulgarian)

https.Z/www.cpdp.bg/indexphp?p=-element&aid=1373 - Personal data and
their protection- everything about them and how to protect them (for chil-
dren)- in Bulgarian

https./www.cpdp.bg/index.php?p=-element&aid=1374 - Your personal data
protection rights (for children)- in Bulgarian

https.Z/www.cpdp.bg/indexphp?p=-element&aid=1375 - General guidance for

your on-line personal data protection (for children)- in Bulgarian

https:/www.cpdp.bg/index.php?p=-element&aid=1105 - video clips under the
general title «Privacy in the digital era »- in Bulgarian

https.Z/www.cpdp.bg/indexphp?p=-element&aid=1377- video clip « 10 advices

how to protect ourselves in Internet »- in Bulgarian
https./www.safenet.bg/bg/- official site of the National Safe Internet Center
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https://www.jedecide.be/
https://www.jedecide.be/
https://www.jedecide.be/les-jeunes
https://www.jedecide.be/les-jeunes
https://www.jedecide.be/les-parents-et-lenseignement
https://www.jedecide.be/les-parents-et-lenseignement
https://www.jedecide.be/les-parents-et-lenseignement
https://www.cpdp.bg/index.php?p=pages&amp;aid=65-
https://www.cpdp.bg/index.php?p=element&amp;aid=1361-
https://www.cpdp.bg/index.php?p=element&amp;aid=1373
https://www.cpdp.bg/index.php?p=element&amp;aid=1374
https://www.cpdp.bg/index.php?p=element&amp;aid=1375
https://www.cpdp.bg/index.php?p=element&amp;aid=1105
https://www.cpdp.bg/index.php?p=element&amp;aid=1377-
https://www.safenet.bg/

62 Platforms

The BfDl is involved in the currently revised
“Young data website”, a portal provided by regional and federal

data protection authorities for young people on data protection.

The development of the Pix platform in France as
a public online service free of charge allows learners to develop
and certify citizens’ digital skills in protecting their personal data
in the digital world which a. Pix certification has been recogni-
zed by the French state and made compulsory for all pupils in
the oth and 12th grades of high school. This scheme has been
extended as early as in the 6th grade by the French Ministry of
education. The CNIL is currently further collaborating with Pix
structure in the adaptation of new questions and tests from be-

ginners to experts in the field of privacy and security.
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https./pix.fr/
https.//pix.org/en/



https://www.youngdata.de/
https://www.cnil.fr/fr/la-cnil-et-pix-sassocient-pour-developper-les-competences-numeriques-des-francais
https://www.cnil.fr/fr/la-cnil-et-pix-sassocient-pour-developper-les-competences-numeriques-des-francais
https://pix.fr/
https://pix.org/en/

The PCPD hosts a thematic webpage
dedicated to children’s personal data privacy to raise the aware-
ness among children, teachers and parents about the importan-
ce of protecting children’s privacy online. The webpage provides
various resources to help children, parents and teachers learn
more about how to navigate the internet world and social ne-
tworks safely. Apart from providing a range of educational re-
sources for interested parties to make reference to, interactive
mini-games are also provided to assist students and children to

learn more about personal data protection.
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https://www.pcpd.org.hk/childrenprivacy/en/

64 Platforms

In 2023, the Garante updated the thematic section
of the website dedicated to minors. The page describes the
Authority’'s competences on this issue, recalls the protection
that the GDPR and ltalian law grant to minors, and elaborates
on the procedures to apply to the Garante for the removal of

content relating to cyberbullying and revenge porn.

nto%2 r %2 %20c¢ch h|/2 rcita%20la¥2
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The "Koun3labal® platform is like a virtual
school launched by the CNDP on December 2022. "*Koun3la-
bal” means “be watchful/aware”. Its aim is to raise awareness
among children, teenagers and women about the dangers,
risks, rights, means of protection, and available channels of
recourse for the protection of their digital privacy, at both Mo-
roccan and African levels. It provides examples of best prac-
tices, recommendations
and tools to help all
these audience deal ‘
with the world of di- ‘ l
gital technology with ' \

| Knunaluhﬂ
caution. It also targets JU e U§§

parents/guardians,
teachers and resear- g

chers to raise aware-

ness of these issues.
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https://www.garanteprivacy.it/temi/minori
https://www.garanteprivacy.it/temi/minori
https://www.garanteprivacy.it/temi/minori
https://www.koun3labal.ma/

The Norway authority is involved with the
creation and maintenance of the web page www.dub-
estemmer.no which has been revised. The goal of this
web page is to raise awareness and knowledge about

children’s right to privacy. The main focus is on netique-

tte (proper behaviour on the internet), privacy and digi-

discernment.

.14

Det er dine personopp-
lysninger. Ta godt vare
pa dem. My

-

Target: Children and young people
www.dubestemmerno

The Office for the Protection of Personal Data
of the Slovak Republic has created a separate e-mail address
for questions related to the protection of personal data inten-

ded for youth and children junior@pdp.gov.sk

Target: Children
vu-schranku-ochranu-
osobnych-udajov-deti-mladeze html
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https://www.dubestemmer.no/
https://dataprotection.gov.sk/sk/aktuality/vyhlasenie-esejovej-sutaze-2023-ziakov-8-9-rocnika-zakladnych-skol-3-4-rocnika-osemrocnych-gymnazii.html
https://dataprotection.gov.sk/sk/aktuality/vyhlasenie-esejovej-sutaze-2023-ziakov-8-9-rocnika-zakladnych-skol-3-4-rocnika-osemrocnych-gymnazii.html
https://dataprotection.gov.sk/sk/aktuality/vyhlasenie-esejovej-sutaze-2023-ziakov-8-9-rocnika-zakladnych-skol-3-4-rocnika-osemrocnych-gymnazii.html
https://www.dubestemmer.no/
https://www.dubestemmer.no/

66

The ICO has created:
- a suite of school resources for teachers to use when dis-
cussing privacy issues and the value of personal data.
- blogs on data protection tips for early years settings.
These top tips will help day nurseries, pre-schools, nursery
schools and childminders get started with data protection
compliance.
- data protection advice for schools on taking photos of

students.

School resources | ICO

Data protection tips for early years settings | ICO



https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/school-resources/
https://ico.org.uk/for-organisations/advice-for-small-organisations/whats-new/blogs/data-protection-tips-for-early-years-settings/
https://ico.org.uk/for-organisations/advice-for-small-organisations/whats-new/blogs/taking-photographs-data-protection-advice-for-schools/
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